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Abstract. We observe a natural generalisation of the ate and twisted
ate pairings, which allow for performance improvements in non standard
applications of pairings to cryptography like composite group orders. We
also give a performance comparison of our pairings and the Tate, ate and
twisted ate pairings for certain polynomial families based on operation
count estimations and on an implementation, showing that our pairings
can achieve a speedup of a factor of up to two over the other pairings.

1 Introduction

Initiated by the pioneering works [18,13,5] on identity based key agree-
ment, one-round tripartite Diffie-Hellman key exchange and identity based
encryption respectively, the investigation of pairings has become one of
the most attractive areas in contemporary cryptographic research. A host
of pairing based protocols has been developed since 2001, offering superior
efficiency or greater, novel functionality over classical protocols.

The currently only known instantiations of pairings suitable for crypto-
graphy are the Weil and Tate pairings on elliptic curves or on Jacobians
of more general algebraic curves. In view of the applications, efficient
algorithms for computing these pairings are of great importance.

The Tate pairing on elliptic curves is usually the most efficient choice.
It is generally computed using Miller’s algorithm [14, 15] or a much im-
proved version of Miller’s algorithm presented in Barreto et al [2]. Du-
ursma and Lee [9] subsequently introduced a very special algorithm on
a class of supersingular hyperelliptic curves over finite fields. Barreto et
al [1] generalised this algorithm to efficiently compute a particular form
of the Tate pairing, called nr pairing, on supersingular elliptic and hy-
perelliptic curves. The main improvement here is that the loop length in
Miller’s algorithm for computing the Tate pairing can usually be reduced



to at most half the length when computing the np pairing. Hess et al [12]
have generalised the np pairing in two ways to ordinary elliptic curves,
retaining the efficiency advantage of the nr pairing over the Tate pairing
and at the same time enabling larger embedding degrees. The pairings
from [12] are called ate pairing and twisted ate pairing.

The dramatic efficiency improvements of the nr pairing and the ate
and twisted ate pairings over the Tate pairing are not always possible.
Let E be an elliptic curve over F, with #E(F,;) = ¢+ 1 —t and let r be
a large prime factor of #E(IF;). The loop length in Miller’s algorithm for
the Tate pairing is roughly log,(r), while the loop length of the nr and
ate pairings is roughly logy(|t[). Since |t| < 2,/g by the theorem of Hasse,
we have roughly log,(|t]) < (1/2)logy(g). Now, in standard situations one
has approximately log,(r) = logsy(q), so logy(|t|) < (1/2)logy(r) and the
statement on the loop lengths follows. But as soon as r < (1/2)logy(q),
the Tate pairing may actually become faster than the nr or ate pairings.

In the present paper we observe a generalisation of the ate and twisted
ate pairings which we call optimised ate and optimised twisted ate pair-
ings. The loop length of these pairings is roughly equal to log,(|.S]), where
S is any integer such that S = g mod r (we choose S to be of minimal
absolute value). Note that S = ¢t —1 mod r because of r|#E(F,) and that
roughly |S| < r/2. With this choice of S we thus obtain a pairing that
is always at least as fast as the Tate pairing and the ate pairings. We
also provide a performance comparison of our optimised pairings and the
Tate, ate and twisted ate pairings for certain polynomial families, show-
ing that our pairings can achieve a speedup of a factor of up to two over
the other pairings.

The significance of our result is twofold. First, our pairings are very
natural generalisations of the ate and twisted ate pairings. Second, while
our pairings do not offer a performance improvement for standard ap-
plications of pairings in cryptography, they may prove useful for special
embedding degrees or composite group orders. The use of composite group
orders in pairing based protocols has recently attracted much interest, see
for example [6, 7]. If pairing values are to be computed in prime order sub-
groups with known subgroup orders (we are currently not aware of any
protocols based on this situation) then our pairings can offer performance
improvements.

This paper is organised as follows. Section 2 gives a brief mathemat-
ical description of the Tate pairing, 7 pairing and the ate and twisted
ate pairings. Section 3 contains our main theorem about the optimised
ate and optimised twisted ate pairings. Section 4 contains a performance



comparison of our pairings against the Tate, ate and twisted ate pair-
ings, using operation count estimations and our implementation of these
pairings. We draw conclusions in Section 5.

2 Background

2.1 Tate Pairing

Let F, be a finite field of characteristic p and £ an elliptic curve defined
over Fy. Let r be a large prime coprime to ¢ such that r|#E(F,). The
embedding degree k with respect to ¢ and r is the smallest positive integer
k such that r|(¢* —1). We also require 72 { #E (F+)- The point at infinity
of E is denoted by O.

For every P € E(Fqk) and integer s let fs p be an F x-rational function
with divisor div(fs p) = s(P)—(sP)—(s—1)(O). Note that f, p is uniquely
defined up to non-zero scalar multiples from F .

Let P € E(F)[r] and Q € E(F ). Choose an arbitrary (random)
R € E(F ) such that #{P,0,Q+ R, R} = 4, and let D = (Q+ R) — (R).
Then the Tate pairing is a non-degenerate bilinear pairing defined by

()t B(E )] % B(Fge)/rE(E ) — B/ (B5),
<P7 Q>7’ - fT,P(D) F:k
Pairing-based protocols require unique elements (and not classes) in

the domain and range of the Tate pairing. Using the isomorphisms ¢, :
E(Fi)[r] = E(Fp)/rE(Fx), Q — Q +rE(Fu) and X, : quk/(IE‘;k)" —

T F;k s (@ =D/7 with Ly = ]F;k [r], the group of r-th roots of unity,
we obtain the reduced Tate pairing as

t: E(Fqk)[r] X E(Fqk)[r] — Uy,
t(P,Q) = x+({P, $:(Q))y) = (P, Q)L 1/,

Galbraith et al [11] shows that r can be replaced by any integer N
k_
such that 7|N|(¢* — 1), i.e. t(P, Q) = (P, Q)S\Cf D/N,
One can compute f, p(Q) for Q € E(F ) using Miller’s algorithm.
For a description of Miller’s algorithm and numerous optimisations see
Barreto et al [2]. A particularly noteworthy optimisation from [2] is

HP.Q) = frp(Q) V1,
which holds for P € E(F,).



The nr pairing and ate and twisted ate pairings, which are discussed
in the next sections, are all restrictions of some power of the reduced Tate
pairing to suitable subgroups of E(F ).

2.2 nr Pairing

Let E be a supersingular elliptic curve with distortion map ¢ : E(F,;) —
E(F ) and let #E(F;) = ¢+ 1 —t. Barreto et al [1] have introduced the
(reduced) nr pairing which is defined by

n7(P,Q) = fr.p((Q))«" =D/

for T'=q— #E(F;) =t—1and P,Q € E(F,)[r]. It is a bilinear and
non-degenerate pairing if certain conditions are met.

The main improvement of the np pairing over the Tate pairing is that
the loop length in Miller’s algorithm for the evaluation of fr p at a point
is at most only half the loop length required for the evaluation of f,. p
at a point, if r & #E(F,;) holds true. The reason for this is that 7" has
at most only half the bit length of #E(F,) according to the theorem of
Hasse.

2.3 Ate Pairing and Twisted Ate Pairing

The ate and twisted ate pairings have been introduced by Hess et al [12].
These pairings can be regarded as variations or generalisations of the nr
pairing for ordinary elliptic curves.

Let E be an ordinary elliptic curve. As in the case of the nr pairing,
let #E(F;) =q+1—tand T =t — 1. Also write N = ged(T* — 1,¢* —
1) > 0and 7% — 1 = LN. Let 7, : (z,y) — (29,y9) be the g-power
Frobenius endomorphism on E and define two groups G; = E(F,)[r] =
Elr] nKer(my — 1), G = E[r] N Ker(my — g). Moreover, define f77" =
fro/(Z" fr,)(O), where z is a local uniformiser at O. Finally, let c¢p =
Zf:_ol TF17ig" = k¢"*=! mod r (these definitions hold equally for positive
or negative T).

The ate pairing is defined as

ar(Q, P) = faogm(pyer@-1/N

for Q@ € Gy and P € Gy. If k|#Aut(E), then the twisted ate pairing is
defined as

A (P, Q) = frp(Q)T I



for P € Gy and Q € Gy. The ate pairing and twisted ate pairing are
bilinear and non-degenerate if and only if r 1 L.

Like the np pairing, the ate and twisted ate pairing can be computed
using at most half the loop length in Miller’s algorithm in comparison
with the Tate pairing, if r =~ #E(F,).

2.4 Twists

The fairly restrictive condition k|#Aut(FE) for the twisted ate pairing
(note #Aut(E) < 6 for ordinary F) is related to the existence of twists
of F.

Let E and E’ be two ordinary elliptic curves over F,. The curve E’ is
called a twist of degree d of E if there exists an isomorphism ¢ : £/ — E
defined over F 4 and d is minimal with this property. Then the condition
d | #Aut(F) holds true if and only if £ admits a twist of degree d.

Table 1 contains information about the various twists of elliptic curves
in characteristic > 5 together with the twisting isomorphisms. The ele-
ment D has to be chosen from F, such that the twisting isomorphisms
are properly defined over F q.

d=2 E:y* =2+ Az + B,

E' :y* =2+ A/D*x + B/D?,

v E' = E:(x,y) = (Dz, D*%y),
d=14 E:y* =4°+ Az,

E':y* =2+ A/Dz,

Vi B — E:(z,y) — (D2, D¥y),
d=3,6 E:y*=4*+B,

E':y* =2+ B/D,

¢:E' — E: (2,y) — (DY°z, D'?y).

Table 1. Twists of Elliptic Curves in Characteristic > 5

Twists can be used in conjunction with the ate and twisted ate pairing
to achieve point compression and a protocol depending speed up. If E’ is
a twist of E of degree d and de = k, then it is possible to choose a twisting
isomorphism ¢ : E' — E such that ¢(E'(Fg)) = Go. This allows to work
with Q' = ¥ ~1(Q) instead of ). Note that in the supersingular case we



can have E' = E and the twisted ate pairing then coincides with the np
pairing.

3 Optimised Versions of the Ate and Twisted Ate
Pairings

Let E be an ordinary elliptic curve over F,. The next theorem provides a
generalisation of the ate and twisted ate pairings by replacing T'=1¢ — 1
with any integer S such that S = ¢ mod r.

Theorem 1. Let S be any integer with S = g mod r. Define N = ged(S*—
1,¢*~1)>0and L = (S¥—1)/N. Let cs = Zi':ol Sk=1=igi mod N. Then

as: G2 x G1— iy, (QP) o fEE™(P)s DN

defines a bilinear pairing. If k| #Aut(E) then

twist

A Gy x Gy — pp,  (P,Q) — fo,p(Q)s DN

also defines a bilinear pairing. Both pairings as and afgWiSt are non-degen-

erate if and only if r { L.
The relation with the reduced Tate pairing is

as(Q, P) = t(Q, P)" and a§™(P,Q) = t(P,Q)".

We remark that if P = O or Q = O then the pairing values are defined
to be equal to 1. Also, if P = @ (only possible for £ = 1) then P needs
to be replaced by any divisor (P + R) — (R) coprime to (Q) — (O) for the
first pairing and by (@ + R) — (R) coprime to (P) — (O) for the second
pairing, with R € E(F,).

We will show that under certain conditions a suitable choice of S
yields pairings ag and afgWiSt which are more efficient than the ate pairing
ar and the twisted ate pairing a®¥* for T = ¢ — 1. For these choices of
S, we call ag and a%WiSt optimised ate and optimised twisted ate pairing.

Theorem 1 can also be applied to the base extensions E. of E over
Fge (i.e. E regarded as an elliptic curve over Fge) for 1 <e <k — 1. The
subgroups G; and Gz of E[r] remain invariant under such base extensions
and the embedding degree of E. with respect to r is ke = k/gcd(k,e).
Hence Theorem 1 also holds true after replacing g by ¢¢ and k by k. for
any e with 1 < e < k—1. This observation allows for example to apply the
twisted ate pairing in the case k t #Aut(FE) and ged(k, #Aut(E)) # 1,
where we choose e = k/ ged(k, #Aut(FE)) so that k. = ged(k, #Aut(E))



and ke | #Aut(E.). Another application is to further minimise the ab-
solute value of S. This has been observed in [22], where a number of
interesting examples are given.

Proof (of Theorem 1). The proof is essentially the same as in [12], but
slightly more general. In the following, we only adapt the main arguments
of [12] to our setting.

We let ¢ = 7, for the ate pairing case and ¢ = vym, for the twisted
ate pairing case, where v € Aut(F) is an automorphism of order k such
that (y7m4)(Q) = Q and (ymy)(P) = ¢P. If we interchange P and @ for
the twisted ate pairing we have (P) = P, ¥(Q) = qQ = SQ and need
to consider fgo(P) (@*=1)/N like for the ate pairing. This allows us to
deal with both cases simultaneously.

From Lemma 1 of [12] we obtain

M@, P) = fo(P) 0/ = fuq(P) 0
and

HQ, P)" = frq(P)Ha =N = f1 5 o(P) " =DV
= fsk—l,Q(P)(qk_l)/N
k

= for o(P) @ —D/N, (1)
Lemma 2 of [1] yields
k—1 k—2
fseo =150 fiso  fosk1g- (2)

Since 1 is purely inseparable of degree ¢, we obtain from Lemma 4 in [12]

Fsui@ oV = flq- (3)
We have 9¢(Q) = S'Q and v*(P) = P. Combining this with (2) and (3)
gives

k—1 Skflf'i 1

fs q(P) = fsq(P)==0 . (4)
Substituting (4) into (1) gives

t(Q, P)* = foo(P)es@ /N, (5)

Now (5) shows that ag and a%"*' are bilinear pairings, which are non-

degenerate if and only if 1 L. O



4 Performance Evaluation

We provide some families of elliptic curves admitting a twist of degree 4
and 6, and compare the costs of our optimised pairings with the standard
pairings.

4.1 Polynomial Families

Assume ¢ = p. If A = 1,2,3 in the CM equation 4p — t> = AV?, then
the corresponding elliptic curves can be generated without the full CM
algorithm [10], for example by randomly choosing a and 3 in the equation
below until the correct curve is found (but see also [17]).

By =2+ ax (A=1)
By i y? = 23 — 30az? + 5603 (A=2)
By:y*=2"+( (A=3)

The endomorphism rings are isomorphic to Z[v/—A] and E;, Ey and Fj3
admit twists of degree 4, 2 and 6 respectively.

Let p = logp/logr be the ratio between the bit lengths of the finite
field and the order of the subgroup. Some polynomial families such that
4p — t? is a square polynomial have been presented

— in [§8], for k =4 and p ~ 2,

— in [19], for k =6 and p ~ 2,
— in [10], for £k =8 and p ~ 3/2,
—in [4], for k=12 and p ~ 1.

The details of these polynomial families are given in Appendix 1.

4.2 Efficiency Comparison

We follow the analysis of [16] and compare the Tate pairing f, p(Q),
ate pairing fr o(P), twisted ate pairing fre p(Q), optimised ate pairing
fs.@(P) and optimised twisted ate pairing fs, p(Q) on ordinary elliptic
curves admitting a twist of degree 6 when k = 6,12 and of degree 4 when
k = 4,8. We refer to fy p(Q) as a Miller-Lite operation and fy g(P) as
a Miller-Full operation. We denote the cost of the Miller-Lite operation
by Clite and the cost of the Miller-Full operation by Cgy. Assume both
operations use projective coordinates. On the form Y? = X3 + AX + B,
the costs for Miller-operations are estimated as follows [12].



When A = —3:

ClLite = (451 + (2e + T) M1 + Sk + My,) logy N
Crun = (4Se + 6M, + 2eM; + Sy, + My) logy N

When A = 0:

ClLite = (5S1 + (2e + 6) My + Sk + My,) logy N
Crun = (5S¢ + 6M, + 2eM; + Sy, + My) logy N

where s = 2/37, M, = 3'5/M;, S, = M, with respect to multiplication
in F;s.

Using the parameters in Appendix 1, we estimate the loop length for
each pairing. The results are given in Table 2.

Cost (average size t)
Security Level| Method Standard| Optimised
k=4,d=4 Tate 4960
log, p ~ 320 ate 4800 2400
log, 7 ~ 160 |twisted ate| 4960 2480
k=6,d=6 Tate 11008
log, p ~ 512 ate 5504 5504
log, r ~ 256 |twisted ate| 5504 5504
k=8,d=4 Tate 17664
log, p ~ 384 ate 16896 16896
log, r ~ 256 |twisted ate| 26496 13248
k=12,d=6 Tate 26880
log, p ~ 256 ate 16256 16256
log, 7 ~ 256 |twisted ate| 26880 20160

Table 2. The Costs Required for the Different Pairings

When k = 4 the optimised ate and optimised twisted ate pairing are
twice as fast as the Tate, ate and twisted ate pairing. When k& = 8 the
optimised twisted ate pairing is more efficient than the optimised ate
pairing. We conclude that our optimised pairings always run at least as
fast as the Tate pairing, and the loop length of the optimised (twisted)
% of the loop length of the
Tate pairing when ¢t —1 > r for the optimised ate pairing and (t—1)¢ > r
for the optimised twisted ate pairing.

ate pairing can be at least reduced to



4.3 Implementation Evaluation

We have implemented all pairings on G x Gy for £ = 4 using the GNU
MP library in C++ to demonstrate the effectiveness of our proposal. Ta-
ble 3 presents the running times for Tate pairing, twisted ate pairing and
optimised twisted ate pairing excluding the final powering. The detailed
parameters are given in Appendix 2.

Security Level Method Running time
k=4 Tate 11.3
log, g ~ 320, log, r ~ 160 Twisted ate 11.1
MOV security ~ 1280 |Optimised twisted ate 5.7

Table 3. The Running Time for the Different Pairings
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6 Conclusion

We have described very natural optimised variants of the ate and twisted
ate pairing which are simultaneous improvements over the Tate, ate and
twisted ate pairings. We have provided some sample polynomial families
for which the loop length in Miller’s algorithm for our optimised pairings
is shorter by a factor of % in comparison to the loop length for the
Tate pairing when ¢ — 1 > r for the optimised ate pairing and (t —1)¢ > r
for the optimised twisted ate pairing.
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Appendix 1

Polynomial families for £k = 4,6,8,12 from [8,4,10] and the values of
e =k/ged(k,#Aut(E)), T =t—1, S =pmod r and S, = p° mod 7.

k=4
p=82"+6224+22+1
r=422+1

t =422 +2242
AV? = 422(22 — 1)?
A=1

e=1
T=142>+22+1

S =2z

k=6
p=27244+9234+3224+32+1
r=922+3z+1

t=3z+2

AV? = 322(62 + 1)?

A=3

k=38
p=1(8120 + 5425 + 4524 + 1223 + 1322 + 62 + 1)
r=924+1223 + 822+ 42+ 1
t=—023—-322 -2z

AVZ = (32 +1)?

A=1

e=2

T=-92%-322-22—-1

T? = 8125 4+ 542° +452* + 3023 + 1022 + 42 + 1
S=T

S, =p?> mod r = —182% — 1522 — 10z — 4

k=12

p=362% 43623+ 2422 + 62 + 1
r=362% 43623 + 1822 + 62+ 1

12



t=622+1

AV? = 3(62% + 42 + 1)?

A=3

e=2

T =622

T? = 3624

S=T

Se =p?>mod r = —362% — 1822 — 62 — 1

Appendix 2

The parameters for the pairing implementation in Section 4.3.

k=4

p = 680241220348515477477949259894191902369939655391504568151207016994
661689050587617052536187229749 (319 bit)

E:y?>=2%+32

E':y?=2%+ (3/D)z, where 1/D = v? and v? —2 =0

#E(F,) = 6802412203485154774779492598941919023699396553903381709458361
23217606411022317222264735061564936 (319 bit)

#FE'(F,) = 680241220348515477477949259894191902369939655392670965356577
910771716964918860599461430061667370 (319 bit)

r = 1166397205370893777055276948271688598347500051217 (160 bit)

t = 1166397205370893777055278028270394787801125664814 (160 bit)

T = 1166397205370893777055278028270394787801125664813 (160 bit)

S = 1079998706189453625613596 (80 bit)
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